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NMO STATUS

Katherine Escobar

* Continue OASIS Transition
* NIEMOpen.org Web Presence
e OASIS - Jira & Confluence Tools
* Updating NIEM Documentation Congruent with OASIS Open Project
* Cataloguing NIEM Capital/Equities for Transfer
e Soliciting NIEMOpen Sponsors
DAMA Portland Chapter (5/19/22)
“Ask-an-Expert” May roundtable Q&A
May instructor led NIEM Technical Training sold out, next instructor led training planned for 14-16 June
Preparing DVIDS videos for July/Aug self-paced, expert monitored “new” training venue pilot
Restricted Registry/Repository (R2) IOC https://wmaafip.csd.disa.mil/Account/Login?ReturnUrl=%2f
MEP Builder Tool IOC https://sourceforge.net/projects/niem-mep-builder/
Positioning NIEM for inclusion in DAMA DMBOK
National Science Foundation Open Knowledge Network Sprint (Mar - Jul 22)
Next ESC—13 June
ESC Face-to-Face — October (TBD)
* NTAC/NBAC Annual Meetings 15-19 August @ GTRI Rosslyn & broadcast on TEAMS
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NIEM
MILITARY OPERATIONS MISSION SPECIFIC (MOMS)

Chuck Chipman

» Separate release for distribution restricted content, typically published 3 months after public release;
currently includes:
o Distribution Statement C — Federal gov’t and contractors
o Distribution Statement D — DoD and contractors
o Potential option for Controlled Unclassified Information (CUI) content
*  MOMS content/sources include: ASW COI, DCSA, JP 3-52 (Airspace Control), Link-16, USMTF, VMF, and
more; totaling 1,358 properties, 1,458 types, and 17,696 codes
*  MOMS Distribution Statement D release includes the Distribution Statement C content since D is more
restrictive
*  MOMS content is and can be separated by namespaces; for example, DCSA and USMTF have sub-
namespaces in the MOMS release
*  MOMS content submissions are provided to the MilOps Domain steward in the form of a change
request that gets reviewed by the NIEM lead developer and approved by the MilOps CCB
*  MOMS releases include restricted content versions of the Conformance Testing Assistant (ConTesA) and
the Schema Subset Generation Tool (SSGT), which are available upon request due to file size
*  Effective May 2022 with MOMS 5.1 (Apr 22), MOMS releases are available on the NIEM Restricted
Repository hosted on the Warfighting Mission Area — Architecture Federation and Integration Portal
(WMA-AFIP) at https://wmaafip.csd.disa.mil/NIEM

NIEM > NIEM.gov
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ASW- Antisubmarine Warfare, CCB: configuration control board, DCSA – Defense Counterintelligence and Security Agency (former DSS), JP – Joint Publication, USMTF – U.S. Message Text Format, VMF – Variable Message Format
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NIEM)™ DCSA SF86 IEPD
Status

DCSA PEO “Person” Model Effort:

» Developed “Person” Model that captures all SF86 concepts.

« Conducted mapping analysis of “Person” Model against NIEM (core and domains)
o Started with portion of “Demographics” (7182 concepts).

v" 39 = Direct one-to-one match between SF86 concept and NIEM

v' 12 = In-direct match between SF86 concept and NIEM

v" 89 = No match between SF86 concept and NIEM

v’ 42 = Feedback required to determine if direct one-to-one match or in-direct match.

DCSA PEO & CDO Partnership:
« Planned and participated in NIEM Training.
» Participated in review of DD254 |IEPD (conducted by NIEM Team) for
understanding of how the package is developed/assembled.
« Coordinated introductions and established bi-weekly sessions with NIEM
Managing Director’s Team to:
o Review work conducted (i.e., data mappings, IEPD development, etc.)

o Request guidance:
v" NIEM processes, best practices and tools
v MILOPS Domain.

NIEM é NIEM. gov
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Next Steps
1. Roadmap/Milestones: PEO and CDO will develop (in partnership) for the
effort.
2. Mapping Analysis: PEO and CDO will (in partnership) continue the mapping
analysis between the SF86 (“Person” Model) and NIEM (core and domains).
A. Reuse DD254 mappings (where applicable).
B. Develop specific extensions where required.
3. IEPD Development: Using the DD254 IEPD as a resource, develop SF86
specific IEPD.
4. Bi-Weekly Touchpoint with DoD NIEM Team: Present work accomplished,

questions, and issues (as needed) to DoD NIEM Team for review, discussion,
and guidance.

IEPD — Information Exchange Package Documentation

NIEM 7 NIEM.gov
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Next Meeting Wednesday July 13, 2022 @ 1000
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Co-MilOps Domain Steward Representatives

Katherine Escobar
(757) 203-8631 (DSN 836) Katherine.b.Escobar.civ@mail.mil

Beth Smalley
(757) 203-7177 (DSN 836) Beth.l.smalley.civ@mail.mil

Secretariat

Lavdjola Farrington
(757) 203-8544 (DSN 836) Lavdjola.farrington.civ@mail.mil

NIEM ? NIEM. gov
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Data & Mission Modernization

Introducing Target Mission Architecture & Cogent Way Project
Dual-use Title 10/50 Data Modernization

Joint Staff J2F/J28
08 June 2022
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Description

Emphasis

Scoping & Implementation

Discussion
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» Target Mission Architecture — Cogent Way conveys an envisioned end-state for cross-cutting DOD and IC
mission environment; JADC2 is “an” ecosystem among multiple in this context

» Design affords dual-use Title 10/50 concentration-of-force and economy-of-scale impact

» Imperative for machines to understand and act on aggregate information derived from disparate data currently
stored in siloed systems and domains . . . on par with how people understand and act

« Combined instantiation of Dictionaries, Ontologies, and Linked Data and Semantic Web standards and
technologies — essential for scalable data fabric and Artificial Intelligence (Al) enabling integrated operations
and intelligence (I0&l) at scale and speed

» Tailorable in scope for interagency and intra-agency capabilities

» Diverse government, military, industry, and academia Team transforming DOD and IC data, systems, and
tradecraft in support of Joint Fires-, Information-, and Decision Advantage expectations

—
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*Blue Force
Assertions of |

~ ~ Red Force :
|

* World Widé Web Consortium Ap
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Mission \’ .

Blue Force ‘ . P Blue Force
Sensor 4 Essential _.Sense-making

*Actual
Red-Force
Dispositions

Degree of Scalable Data Digitization

-
' for Human- & Machine-action

Human-understandable; not
Machine-understandable

Assets K Data Assets Human-understandable;
Y P - ‘ " g - O partially machine-
L I N L understandable
.~ *Aggregate: : :
Asserted/Actual | BlueForce
Dispositions; Weapons ub- &
Sensor, Sense-making, | Assets *MVP — Initial focus to begin mitigating deltas

Weapons Assets * impeding scalable Integrated Operations &

Intelligence capabilities

Y %% Linked Open
Data

- plus: link your data to other
people’s data to provide context

Y% % use URIs [RDF]

& plus: use open
standards from W3C (RDF and SPARQL)

. [§) ~
qupe,\r')sggi RlFRUIes'
e
Data interchange:.“’F
to identify things, so that
people can point at your stuff.

ill

| Semantic wep, M
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roach — Adapting

Aydesboydin

* Oversight: Joint Staff Futures (JS J2F)

* Minimum Viable Product (MVP): System-of-systems NIPR &
JWICS prototype; IO&I Target Mission Architecture portfolio

* Initial Data Digitization: Blue Force assertions (OPLANs &
Adversary COAs); actual Red Force dispositions (CIP/COP)

* Informs Modernization: DOD Data Strategy; Herald;
CIP/COP; JADC2; Al Data Acceleration; DTRA, CCMDs, . . .

——
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Context: Linked Data/Semantic Web

SO = == T T =

« Driven largely by World Wide Web Consortium (W3C) standards and technologies

« Technology companies and government institutions amass actionable knowledge from data silos and fuel Al with it
* Motivation:

» Data efficiency — minimizes data duplication Google Knowledge Panel

o “According to IDC [International Data Corporation] over 60 zettabytes of data were produced Output from their Knowledge Graph
last year [2020], and this is forecast to increase at a CAGR [Compound Annual Growth Rate]  [cewe
of 23 percent until 2025. Worse, the ratio of unique to replicated data is 1:10, which
implies that most organizations’ data management methods are based on copying data.”
Improving Machine Learning: How Knowledge Graphs Bring Deeper Meaning to Data |
/wData

» Al and Machine Learning Scale: Siri, Alexa, Hey Google, Uber Eats, Linked-In,
Facebook, Netflix, You-Tube, Biomedical Industry, and more employ this approach
o Google: Google Knowledge Graph powers “Hey Google” and “Knowledge Panel” returns on

web queries that derive knowledge from Internet silos — conveys 500 billion facts about 5
billion entities Google’s Knowledge Graph and Knowledge Panels (blog.google)

o Uber Eats: Equips customers with dynamic decision-enabling for cuisines, dishes and
restaurants from 320,000 restaurants in 500 cities across 36 countries Food Discovery
with Uber Eats: Using Graph Learning to Power Recommendations - Uber Engineering Blog o imesoriatetme

oy -

—
UNCLASSIFIED



https://7wdata.be/article-general/improving-machine-learning-how-knowledge-graphs-bring-deeper-meaning-to-data/
https://www.blog.google/products/search/about-knowledge-graph-and-knowledge-panels/
https://eng.uber.com/uber-eats-graph-learning/
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2 Getting to Semantic Web State
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« DOD and IC can capitalize on progress * open licence [0F]

% % % %% Linked Open
Data

available on the web (whatever format) but

° Gett|ng to this state: with an open licence, to be Open Data.
» Set sights on 4- and 5-star states

> Work the Semantic Web Stack for machine- R
. . machine readable [xLs]
actionable, interconnected data i iy

structured data.

e plus: link your data to other
people’s data to provide context

% %% % use URIs [RDF]

%% plus: use open

standards from W3C (RDF and SPARQL)
to identify things, so that

people can point at your stuff.

» Introduce new “Aggregating Knowledge
System” -- interoperable with existing
“Contributing Knowledge System” . . .

%% % open format [CSV]

¥ plus non-proprietary format

» ... In conjunction with National Information User intesface and applications
. Exchange Model (NIEM) compliance, [ w1
Asseronsor | midrores instantiate Linked Data & Semantic Web —
.'\._ Dispositions | [spositions "/v‘
ST standards Pr——
Blue Force { EI:’;:::: ~ Blue Force 1 oloaies. Sles:
o L e ; s, » Develop new Aggregating Knowledge System _— e .
i o Linked Data Environment (LDE) SPARQL [ o xonomies:RDFs §
AS§ertec!ll_\ctu_al . Blue Force >~ . £
&W"Am: Weapons » LDE is system-of-systems construct Data interchange:RDF =~
eapons Assets !
! = No monopoly provider or single hub & Syntax:XML
spoke constraints
» Adjust existing Contributing Knowledge System Semantic Web Stack

UNCLASSIFIED
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Initial Focus
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Tacit Knowledge Prediction

"~ Dispositions

Y Mission \’

& Weapons Assets

MvP

\t'\.. "‘-O ._/"/'

c/.

Blue Force ‘ . . Blue Force
Sensor 1 Essential . Sense-making

Collect
&

Analyze

OV-1
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(OPLAN & Adversary
Course of Action)

Truths:
Patterns-of-Life

Blue Force | Actual (Object Based Production)
Assertions of | Red-Force ﬂ
~. L. Red Force Dispositions

Linked Data Environment /
Semantic Web

Human-Machine
Teaming

Sense-making
Assets--Analytics

Assets N Data . Assets
3K W o
~ * mma
A P | ~. g mES Sensor Assets
.~ Aggregate: X o Collection
Asserted/Actual - Know & Act
- ol ) Blue Force >
Dispositions; ) : Weapons .‘ & Title 10
Sensor, Sense-making, | Assets &

Dual-use Title 10/50

Shooter Assets
Weapons

Decision
Advantage




UNCLASSIFIED

* Introduces Mission Driver Command Center (MDCC) innovation — powered by LDE
» Leverages aggregate information for human- and machine-action

Mission Driver Command Center — Empowered by Aggregate Data in Linked Data Environment
) Asserted Provision
Red Force @#X 0 for
Dispositions unknowns m
Total Actual
Tips/Alerts | Red Force 0#Y | #Z0 ¢
Dispositions ~ AS Not asserted,
#N asserted  yet relevant
: Available
Available
Sensors 0 #A | #CO® Sense- Y
— —_ makers
Employed Employed
sensors @ #B | #DO sense-
. Mmakers )
Available Available
Kinetic HE #G  Non-kinetic
Weapons @ ® \Weapons
Employed Employed
Kinetic e #F | #Hg Non-kinetic
Weapons Weapons
—
Quantitative Knowledge ) Qualitative Knowledge

*MVP focus — Asserted vs. Actual Red Force Dispositions via MDCC hosted in Linked Data Environment Prototype

UNCLASSIFIED 8
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System Enabling

CV-1 TMA component brings into focus material solution investments and priorities

 Initial engagement with JADC2 Partners offer opportunity for cross-cutting machine-actionable e Kowledce Prodict
. . . . . acit Kknowleage rFrediction
ecosystem enabling comprehensive Collection, Analytics, and Weapons orchestration m (OPLAN & Adversary

Course of Action)
Truths:

Patterns-of-Life
(Object Based Production)
‘| Linked Data Environment /
Semantic Web
s Human-Machine
Teaming
O P LAN & Sense-making
Adversary Assets--
-, nalytics
COA System
S ensor Sensor Assets
nr Collection
System Common
Intel & Ops M . Title 10
Picture
OV‘ 1 Sense-maker Syste . Dual-use Title 10/50
=2 System
| Shooter Assets
|0&I CV-1 Wy oo
Decision
ﬁ Advantage
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Scoping and Implementation
AN

» Lines of Effort (LOEs) aligned to the TMA help to define and scope work
» Progress from tangible products within each LOE supports TMA-derived needs

m Tacit Knowledge Prediction
» LOEs are designed so that respective product deliverables enable seamless workflows B oure ot vt
. Truths:
for people and machines n po TS

(Object Based Production)

Lines of Effort (LOE)

LOE-1: Knowledge Aggregation

1 Linked Data Environment /
Y Semantic Web

. . k Human-Machine

LOE-2: Decision Enabling # & Teaming
LOE-3: Analytics Orchestration T 228|  aeeenrd

Analytics
LOE-4: Collection Orchestration m - Sensor Assets

Collection
LOE-5: Weapons Orchestration i? .

Title 10
LOE-6: Problem-space Data Enablement ﬁ ﬂ

- . Dual-use Title 10/50
LOE-7: Model-driven Operations
i Shooter Assets

LOE-8: Integrated Workflow B L} Weapons
LOE-9: Title 10/50 and Non-Title 10/50 il ﬁ v
Integration I

UNCLASSIFIED 10
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Discussion
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Additional
Reference
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ORGANIZATIONALAUTHORITIES
Authorize resource oversight
to strengthen functional
management

Shift to capability- and
service-based portfolio

Continuously manage D 0 D D A I A
the portfolio based on the
evaluation of objective data s I RA I EGY

Codify policy and
standards in machine-
readable constructs

MINDSET

Change culture to
focus on capability,
not systems

TRAINING

Educate the workforce
on tooling and process
updates

DIGITALSANDBOX

Enable rapid and
secure adoption with
provisioned “bridges”

DATA PLATFORM
Gain portfolio insights

through transparent
data collection

DIGITALFOUNDATION
Free the data through delivery of enterprise services

Figure 1: DoD Data Strategy Framework

Jres at 5peed and Scalg for
o

stewardship Dir;
o g,
cs.

Vision Statement

Guiding Principles

USD (1&S): Dec 2021 DEPSECDEF: Oct 2020

2022-2027 Defense Intelligence
Digital Transformation Campaign

Unleashing Data to
Advance the National

Defense Strategy
DOD Data Strateqy (defense.gov)

UNCLASSIFIED 13
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Emphasis
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Aligned with the OV-1 and CV-1, the OV5a shown here introduces 8 Functional Groups & 76 Activities
’
! / 1.1 Plan Intel Mission 1.3 State Intel Probl 15D Intel Probl 17M Intel Mission Soluti 1.9 Maintain Intel Mission
MISSIO” — o . ate Intel Problem .5 Decompose Intel Problem .7 Manage Intel Mission Solutions Situational Awareness
Management - 12 Ig;er?‘f;ie;gfpeciﬁc iniel 1.4 Frame Intel Problem 1.6 Assess Data Holdings 1.8 Coordinate Intel Mission 1.10 Assess Overall Intel Mission
’
7. Analyze Sense-making Contents
4.1 Manage Overall Collection 4.6 Assess Collection | 7.1 Manage Overall Analysis | 7.7 iomljuqt Entity
Satisiaction | 7.2 Task Current Analysis | neayss
4.2 Plan Orchestrated Collection 7 8 Analvze asseried-ve
4.7 Alert on Current Collection 7.3 Exploit Sense-making . vz
. actual contexts
4.3 Task Collection Models Contents for Information
4.8 Maintain Mission Collection 7.4 Discover Entities, 7.9 Main_tain f‘_:ens_e-
4.4 Execute Collection Models Situation Awareness Relationships & Attributes making Situation
Awareness
= 4.5 Process Current Data q | 7.5 Visualize Data & Information | 7.10 A Overall
Op erations _— e SEssess DUErElEalecion [ 7.6 Conduct Activity Analysis || I
5. Manage Intelligence Mission Data 8. Disseminate Intelligence Content

3.1 Mar_\a_ge Cross-Cutting 3.5 Manage Acces_s_ to Mission 5.1 Manage Overall Data & 5.5 Access Data & 8.1 Manage Intel 8.5 Disseminate Intel
Activity Data & Capabilities Information Operation Information Dlesemiiraicn EeiEs 2 ArEas

3.2 Collaborate on Mission Coll, 3.6 Access Mission Contents | 5.2 Acquire Data & Information

8.2 Task Current intai i inati
Analysis & Processing Across Fabrics | | 5.6 Curate Contents S5 MEMLE DEEmRETL

Dissemination Situation Awareness

5.3 Enable Contents for Linked

Data & Semantics 5.7 Assess Overall Data 8.3 Disseminate Data
& Information
3.4 Protect Security & Privacy 3.8 Assess Cross-Cutting Activity | 5.4 Store Data & Information | Operation 8.4 Disseminate Information

3.3 Communicate Mission 3.7 Maintain Cross-Cutting
Status, Issues & Content Activity Situation Awareness

8.7 Assess Intel
Dissemination

2.1 Manage Integrated Intel Capability 2.5 Develop Linked Data Model 2.9 Develop Access Policy Model 2.13 Provision Mission Data Feeds
Development
2.10 Tailor Integrated Intel Mission Workflow — - -
2.2 Develop Adversary COA Model 2.6 Develop Pattern-of-Life CIP Baselines Model 2.14 Maintain DevOps Situational Awareness

DevSecOps —=

2.11 Tailor Integrated Intel Mission Workflow

2.15 Ascertain Additional Intelligence Capability
Model

2.3 Develop Sense-maker Model 2.7 Tailor Sense-makers

2.4 Develop Collection Sensor Model 2.7 Tailor Alerting Model 2.12 Tailor Mission Situation View 2.16 gs:;:ﬁp':‘;:gtmmd Intelligence Capability

UNCLASSIFIED 1



1.1 Plan Intel Mission

1.2 Integrate Specific Intel
Campaign

4.1 Manage Overall Collection

4.2 Plan Orchestrated Collection

4.3 Task Collection Models

4.4 Execute Collection Models

4.5 Process Current Data
Collection

3.1 Manage Cross-Cutting
Activity

3.2 Collaborate on Mission Coll,
Analysis & Processing

3.3 Communicate Mission
Status, Issues & Content

3.4 Protect Security & Privacy

a guides investments and focus in context of seamless end-to-end capabilitle

!EA

1.3 State Intel Problem

1.4 Frame Intel Problem

4.6 Assess Collection
Satisfaction

4.7 Alert on Current Collection

4.8 Maintain Mission Collection
Situation Awareness

4.9 Assess Overall Collection

3.5 Manage Access to Mission
Data & Capabilities

3.6 Access Mission Contents
Across Fabrics

3.7 Maintain Cross-Cutting
Activity Situation Awareness

3.8 Assess Cross-Cutting Activity

UNCLASSIFIED

1.5 Decompose Intel Problem

1.6 Assess Data Holdings

Emphasis
J = T T =

1.7 Manage Intel Mission Solutions

E 1.8 Coordinate Intel Mission

7. Analyze Sense-making Contents

5. Manage Intelligence Mission Data

5.1 Manage Overall Data &
Information Operation

5.5 Access Data &
Information

5.2 Acquire Data & Information

| 5.6 Curate Contents

5.3 Enable Contents for L
Data & Semantics

5.7 Assess Overall Data
& Information

5.4 Store Data & Information

| Operation

1.9 Maintain Intel Mission
Situational Awareness

1.10 Assess Overall Intel Mission

| 7.1 Manage Overall Analysis

| 7.2 Task Current Analysis

7.3 Exploit Sense-making
Contents for Informatiq

7.7 Conduct Entity
Analysis

ki

7.8 Analyze asserted- I
actual contexts ‘u
| St

7.4 Discover Entities,
Relationships & Attributes

| 7.5 Visualize Data & Information

| 7.6 Conduct Activity Analy

7.9 Maintain Sense-
making Situation
Awareness

7.10 Assess Overall
Analysis

8. Disseminate Intelligence Content

8.1 Manage Intel
Dissemination

8.2 Task Current
Dissemination

8.3 Disseminate Data

8.4 Disseminate Information

8.5 Disseminate Intel
Issues & Answers

8.6 Maintain Dissemination
Situation Awareness

8.7 Assess Intel
Dissemination

™m

Tacit Knowledge Prediction
(OPLAN & Adversary
Course of Action)

Truths:
Patterns-of-Life
(Object Based Production)

Linked Data Environment /
Semantic Web

Human-Machine
Teaming

Sense-making
Assets--
Analytics

Sensor Assets
Collection

Title 10

Dual-use Title 10/50

2.1 Manage Integrated Intel Capability 2.5 Develop Linked Data Model 2.9 Develop Access Policy Model 2.13 Provision Mission Data Feeds i‘ Shooter Assets
Development
2.10 Tailor Integrated Intel Mission Workflow o 3 3 m Weapons
2.2 Develop Adversary COA Mod 2.6 Develop Pattern-of-Life CIP Base| Model 2.14 Maintain DevOps Situational Awareness
- 2.1 Tailor Integrated Intel Mission Workflow 5 45 Ascertain Additional Intelligence Capabilit Decision
2.3 Develop Sense-maker Model E 2.7 Tailor Sense-makerE Model . g P y Advantage

2.16 Assess Integrated Intelligence Capability

2.4 Develop Collection Sensor Model Development

UNCLASSIFIED 15

2.7 Tailor Alerting Model

2.12 Tailor Mission Situation View
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OV5b introduces workflow Stages & Activities — modernizes leaacv TCPED & Find/Fix/Track F|n|sh

Target Mission Architecture — DoDAF OV5b Artifact for Planning Integrated Ops & Intelligence (10&I1)

Target Mission Architecture — DoDAF OV5b Artifact for Executing Integrated Ops & Intelligence (10&1)

Stages Activities
. I Stages Activities
Register Apply svailzble __ _ Update :
Problem & Flannin spply Problem data sgainst rz‘;[?rr:zﬁ:ad . decompazition for :::::::,DT;E Register Change
Evaluate for g Statement missicn-gssential ‘:: =l< discovery of Red availagilit in Problem & Planmng (re: E Register Change in Register Change
Data ldaca types baszline arceknowns Force unknowns Evallaniiy Data VSb—PIanI'III'I xecution Problem Structure In Relevant Data
] e ——
----------- -— L s = iy
¥ ¥ ¥ Y | 5 + |
Construct Construct I Ascertain =
KCDnst‘;udct Contributing Aggregating L Ascarzin Sensor & Sense- . Calibrate Predicted Charadenze
Build nowledze * " led N Weapons Specify - Predicted-vs.-
Baseline Data knowledge Knowledge Bssets maker & Evidenced .
rodel [Systems) Madeal (Systems) ‘ Aszets Problem & ™ Observations - Evidenced -
Data Need Mocg Ieasures
e ¢ *—l (MDCC)
|
_ Assess | L | —— L]
Determine Data:::rsage & L Knowledge ) A55ESS sEns::s;s:ense
Best Means - N -
I Aggragators & Weapons Aszsts .
avzilability Cgfntﬁbutars P maker Assets Direct Best Recommend Best . Direct Data Direct Assets for Direct Assets for |
Means Means (Broker/ Capture Data Capture Data Application
e 1 e i' MatchMaker)
Yy —T T - r
~ Tailor Linked Data configurs configure ¥ L 'y ‘
Test Tﬂ\;alldate Environment for Mission Driver Bm:er | o Evaluate with
K B - - -
nowledge Base aggregats command Center ["natchmiaker") Mission Users Orchestrate Employ Emplay sensor Employ
knowledgs {nMDcc) Assets sense-maker combinations for ey sense-maker & Employ weapons
T combinations for - SENsor combinations
e Y |
. collection o
* + + + analysis combinations
| h |
Certify Cartify Certify ceriifyweapons | | W\ | T . e s & s
DEV Models DEV Models Sensor & Sense- sts L | L1 LS L
[contributing) [aggregating) maker Aszets Update dynamic Update dynamic
Certify & Ragister 4 - Register Dynamic CIP baselines with CIP baselines with Update employed Update available
l—4| — 1 Information States evidenced Red predicted Red Blue Force assets Blue Force assets
Force states Force states
. Registar Register
_REEIStEF - in Broker — inMissiogn [ [~~~ 77— | # [ & 'JI'.
inmoec {“matchmaker”) Manager |
Manage . . . . .
----------- - Knowledge L1 ﬂ:::rag ::::; \_ Maintain weapons Maintain I0&]1 MEIEET D:tI'I:mIE
¥ Agg tion & asset employment mission process =g
geregation asset employment Knowledge
- Mission Process
peploy Deploy capabilities ,lf/ Operations * A pN A
- 1, -
for executian See OVSD Stages & Activities for Exscuting 1081 (re: ovsb-execution L l 1
. g p gup 16
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e QV5b for Planning

Stages & Activities
for IO&/

« Expectation for rapid
set-up and
deployment/re-
deployment between
DevSecOps Planning
& Ops Execution
Mission Flow

UNCLASSIFIED

Emphasis

Target Mission Architecture — DoDAF OV5b Artifact for Planning Integrated Ops & Intelligence (10&I1)

Stages Activities
Register il
EI Apply ava '_lahIE Decompose Ypd at= ascertain Blue
Problem & Flannin Apply Problem data sgainst roblem of Red decompaosition for Force urce
Evaluate for E Statement missicn-eszentizl pForc: A dizcovery of Red o svailabilit
Data J data typss baszline Force unknowns = ¥
___________ _ T ' ! ]
¥ ¥ 22 ¥ ¥
o oot sacarai oot
i Knowledge I E res; & Weapons neor nas-
Build ot Knowledge Knowledge _ miaker
Bazeline Data Azzets
riodel [Systems) Midel (Systems] I ASSETS
e L * . |
¥ Y
i A5sess Assass Aszess
Determine Data a Knowledge AZSESS 5 .
e — - -
Eest Maans aav:ﬁ:a‘?ge Aggregators & Weapons Aszsts ?:::;' As::::
iy Contributors
T = F T
—————————— i |
¥
. Tailor Linked Data Configurse confizure
Test & validate Enwironment for Mission Driver BF\DEEI Evaluate with
Knowledge Base aggregate Command Center . Mission Users
["MatchMaker™)
knowledze [MDcC)
T . ; ; !
Ceartify certify Certify

cCertify & Register

Deploy

DEV Models

DEV podels

Sensor & Sense-

Certify Weapons
Aszets

{Contributing) [Bggregating) maker Assets
| % il
1
¥ A
. Register Register
Register A . A
- lElDOC = in Broker in Mission
m (“maatchrazker”) Manager
¥

Deploy capabilities
for execution

*Dual Use
Title 10/50

*Title 10 Use

*Consistent Process &
Technology for
Economy-of-Scale
Concentration-of-Force
Title 10/50 capabilities

(o S )
Note: Draft 5V5b-Planning shown here current as of 16 Feb 2022 ?historical reference in back-up slides) B -
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See OVSh Stages & Activities for Exscuting 1081




« QV5b for Execution

Stages & Activities
for IO&/

« Expectation for rapid
set-up and
deployment/re-
deployment between
DevSecOps Planning
& Ops Execution
Mission Flow

UNCLASSIFIED

Emphasis

Target Mission Architecture — DoDAF OV5b Artifact for Executing Integrated Ops & Intelligence (1081)

Stages

Activities

Register Change
in Problem &
Data

Specify
Problem &
Data Meed

Direct Best
Means

Orchestrate
Assets

Register Dynamic
Information States

Manage
Knowledge
Aggregation &
Mission Process

Planning (re:
OVWSb-Planning

Execution

Register Change in
Problem Structure

Register Change
In Relevant Data

I
Y !
Calibrate Predicted Characterize
. Predicted-vs.-
& Evidenced - Evidenced
Chservations Measures
{MDCC) (MDCC)
]
¥
R;T;::ﬁg:g kE:? Direct Data Direct Assets for Direct Assets for
MatchMaker) Capture Data Capture { Data Application
) o . *
v i # h 2
Employ Employ sensor Employ
sense-maker o sense-maker & Employ weapons
: . M=l combinations for . -
combinations for sensor combinations

analysis

collection

combinations

S—

¥

¥

Update dynamic
CIP baselines with
evidenced Red
Force states

Update dynamic
CIP baselines with
predicted Red
Force states

Update employed
Blue Force assets

Update available
Blue Force assets

Yy b A A Fy
L !
Maintain sense- { Maintain weapons Maintain 10&1 Mdaintain Dynamic
maker & sensor . A Aggregate
asset employment mission process
asset employment Knowledge
'y Fy
3 X T 3

*Dual Use
Title 10/50

*Title 10 Use

*Consistent Process &
Technology for
Economy-of-Scale
Concentration-of-Force
Title 10/50 capabilities

Note: Draft OVbb-Execution shown here current as of 10 Feb 2022 ?historical reference in back-up shides) R -
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Emphasis
J = T T =

Dynamic Model-Driven (DEV) Resource Flow Description (0V-2)

=Describes the resource exchanges between resources,/ performers Performer Types

stakehold H @ e —
areholders — FResources

. Intel Analytic —_— A5-i5
petbion ———» | i o | Rl

Analytic

Capability
oRP Assessment
Dataset ABI Model Vocabulary
{DEV) t Tool
» DEV)

Data
Scientist
4
a~ s, S H
s P,
Ontolo & De
ployment
Vocabula Engineer . - \
T;:eslln e
cur g
E :' Intel
Enpinesn Fer, i d Collection
Manager
Work Flow e
Planner/
Pollmes
L ELET
-
Linked Data -S D A 3, e e ’
i emantic ™ 7 intel v o0 o e T »
=neine Linked N'Ilgileclm MEEEM'_nd """"""" - reverreneneenepe| SENSOTS
Dataset Mgr Analytic M

1 Relatively new role translating between intel and technical domains to solution-engineer intel problem-specific operational flow

Note: OV2 shown here in process of being updated to align with I0&l portfolio updates

— in work as of 25 Jan 2022
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D Data Modernization
/AT " T T T

Data modernization activities guided by TMA introduces
interdependencies for workforce, infrastructure, and enterprise
architecture innovation

» Linked Data and Semantic Web Practices compliant with W3C standards and technologies
» Information Technology composition for On-premise and Cloud infrastructures

» Classes of systems aligned to at least two main categories: Contributing Knowledge systems; and
Aggregating Knowledge systems

» Knowledge Engineering talent with emphasis on Ontologies
» Data Engineering talent with emphasis on Graph Analytics

» Policy for sharing models comprising knowledge gained by accessing and deriving meaning from
disparate systems in data silos hosted in On-premise and Cloud infrastructures

—
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D Data Modernization
/T " T T T e

. ata strategy and implementation
introduces compliance with W3C standards

for Linked Data and Semantic Web _

User interface and applications

» Includes and is not limited to components of the Proof
“Semantic Web Stack”: — _
Unifying Logic
o Uniform Resource Indicators (URI) _ —
Ontologies: Rules: A
o Ontology Querying: OoWL RIF/SWRL 2
e Taxonomies: RDFS g
o Ontology implementation technologies ‘ E
) Semantic enablers I Data interchange:RDF <
» Knowledge Engineering Talent is integral to achieving | Syntax: XML
this data transformation and establishes meaning to _
. . . Identifiers: URI Character Set: UNICODE
contents via Ontology and URI implementation for —
machines to understand contents like their human Semantic Web Stack

Partners do

UNCLASSIFIED 2
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| Data Modernization
SO = == " " =

Blue Force l Actual
Assertions of | Red-Force
. Red Force - Dispositions
"~ . Dispositions ]
~.

L

Production
Environments are
configured to
support system-of-
systems compute
and storage of
data types hosted
in siloed On- ),I — CO,:::E::ﬂ
infrastructures [

[ kube-scheduler [ kube-scheduler

’ Y .

Mission \’
Blue Force ( E cial - Blue Force
Sensor - ssentia .’ Sense-making

Assets L\ Data - Assets

R . ‘/’\_
L — —_— T~

— c .
-~ Aggregate: ~.

Asserted/Actual ..

Blue Force
Weapons
Assets

[
\ Dispositions; |
N Sensor, Sense-making, ;
& Weapons Assets |

|

etcd > etcd etcd
_,,-,_,.f _________________ f _________________ D

Figure 1-1. The primary components that make up the Kubernetes cluster. Dashed bor-
ders represent components that are not part of core Kubernetes.
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Multi-Tiered, multi-faceted sense-making analytics
run against unstructured and structured data in
horizontal and vertical workflows

Data Scientists/Engineers build and deploy these
sense-making analytics to augment human mission
managers and operators

The MDCC serves as a starting point, concentrating
on deriving actionable knowledge from Linked Data
to “Know & Act”:

» Anticipated vs. actual adversary dispositions

» Available vs. employed collection & analytics assets
» Avalilable vs. employed weapons assets

Graph Analytics Talent is integral to achieving

actionable knowledge from the complex contents
available in Linked Data Environment

UNCLASSIFIED

Data Science Modernization

CW OV-1

Mission Driver Command Center — Empowered by Aggregate Data in Linked Data Environment

Total
Tips/Alerts

#N

Asserted Provision
Red Force /@#X 0 for
Dispositions unknowns
Actual
Red Farce 0#Y #Z0
Dispositions ~ AS Not asserted,
asserted  yetrelevant

: Available
Available
Sensors 0 #A #C® Sense-

makers
Employed Employed
Sensors o #B #DO sense-
makers

Available Available
Kinetic #E #G Non-kinetic
Weapons ® ® Weapons
Employed Employed
Kinetic o #F | #Hg Non-kinetic
Weapons Weapons
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9 Data Science Modernization
/T = T R '''»

. Graph Analytics Types « Graph Applications * Graph Network
> Path Analysis > Directed Architectures
» Connectivity Analysis » Undirected » Spectral Method
» Centrality Analysis » Weighted o Graph Convolutional Network
» Community Analysis > Cyclic > Spatial Method
> Link Prediction » MultiGraph o Message Passing Neural
> HyperGraph Network
> HyperNodes o Graph Attention Network
» Sampling Method
« Which types, applications, and network architectures are applied to contents o Graph Sage
hosted in Contributing Knowledge Systems and Aggregating Knowledge o Pin Sage
Systems?

» Dynamic Method

* Which mission-essential data types are machine-actionable and being o Temporal Graph Network

sense-made via these Graph Analytics practices?

« To what degree are contents being contributed, aggregated, and sense-made
using these practices in Interagency and Intra-agency contexts?

—
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9 Data Science Modernization

. Intéragency Opportunity for Data Scientists/Engineers in collaboration via
CW (non-inclusive)

» DOE Los Alamos National Laboratories

» SOUTHCOM Enhanced Domain Awareness (EDA) Team

» Air Force Intelligence Systems Support Office (ISSO)

» Air Force Air Combat Command Analysis Enterprise Management

» NSA Chief Data Architect and Combat Support Modernization initiative

» DIA Object Based Production Committee and related Common Intelligence Picture (CIP)
modernization initiatives

» NRO Mission Integration Directorate and related CIP modernization initiative

» CCMDs including INDOPACOM, AFRICOM, STRATCOM, NORTHCOM, and SOUTHCOM
(mentioned above)

» ODNI Augmenting Intelligence Using Machines (AIM) iHUB modernization initiatives

» JAIC Artificial Intelligence Data Acceleration

» DOD Chief Data Officer — DOD-IC Ontology Working Group (DIOWG)

o DTRA CXQ Lead Engineer leads the new DIOWG Subgroup: W3C Linked Data & Semantic Web
—
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9 Data Science Modernization
= /T = T R '''»

. mlna'a-Agency Opportunity for Data Science/Engineering leveraging Target
Mission Architecture (TMA) guiding CW innovation

» Collaboration with:

o R&D Directorate: Linked Data Contents and Graph Analytics innovation
o Operations: WMD Use Cases and Mission User engagement

o Information Technology: Compute, Storage, Security, Access
©)

Policy: Expectations for compliance to W3C standards for Linked Data; modernized
implementation of Joint Doctrine (e.g., Joint Pub 2-01.3 (JIPOE); traceability/support to Project
Herald, DOD Data Strategy, and DTRA Strategy

» Use TMA CONOPs, DoDAF Systems Engineering Portfolio for Integrated Operations & Intelligence
(10&l), and MDCC

o CONOPs: Proposed Mission and Technical Capabilities

o |O&l: Initial emphasis on OV-1, CV-1, OV5a, OV5b (8 Functional Groups and 76 Activities
transcending Mission Management, Operations, and DevSecOps)

o MDCC: Implementation of CONOPs and DoDAF Portfolio coalescing our Linked Data
Contributing Knowledge & Aggregating Knowledge components (CW MVP)

—
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Description

LOE-1: Information derived from semantically-enabled data in siloed contributing knowledge systems is available in scalable Enterprise
Knowledge aggregating knowledge systems — Enterprise Knowledge Graph and Semantic Web capabilities

Aggregation

LOE-2: Decision User-facing applications visualize insights from contributing and aggregating knowledge systems for alerting, situational awareness, and
Enabling decision-making by people

LOE-3: Analytics
Orchestration

Information about Artificial Intelligence (Al), Machine Learning (ML), Analytic Models, and Analytics and contributing knowledge systems
hosting this information that drive nomination, prioritization, synchronization and use of Al/ML combinations in support of adversary and
environmental issues

LOE-4: Collection
Orchestration

Information about sensors and contributing knowledge systems hosting this information that drive nomination, prioritization,
synchronization and use of sensor combinations in support of adversary and environmental issues

LOE-5: Weapons
Orchestration

Information about kinetic and non-kinetic assets and contributing knowledge systems hosting this information that drive nomination,
prioritization, synchronization and use of weapons combinations in support of adversary and environment issues

LOE-6: Problem-

Information and contributing systems hosting the information about OPLAN and Adversary Course of Action decomposition conveying

space Data anticipated/predicted adversary and environment issues in context of evidenced/actual dispositions as revealed through Common
Enablement Intelligence and Operations Picture baselines
LOE-7: Model- Transaction capabilities among aggregating and contributing knowledge systems and respective hosted information for dynamic coverage

driven Operations

of anticipated-vs.-actual and available-vs.-employed Red and Blue Force dispositions

LOE-8: Integrated
Workflow

User engagement comprising two areas of emphasis in context of exercising Model-driven Operations workflows. First areas is the
practical application of tradecraft and processes, irrespective of specific tools and services available — helping Mission Users experience
approach. Second area is the systems engineering activity guided by the novel TMA that conveys envisioned Integrated & Operations
Intelligence state.

LOE-9: Title 10/50
and Non-Title
10/50 Integration

Technically consistent approaches designed for economy-of-scale and concentration-of-force capabilities within and across enterprises
serving operations under various U.S. Code Title authority. Purpose-built for problem agnostic, domain agnostic capabilities viable for
myriad Operations, Intelligence, and Law Enforcement issues at whole-of-government scale
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LOE Alignment to Data Types

LOE-2

Lines of Effort (LOE)

Tacit Knowledge Prediction
(OPLAN & Adversary

. T Course of Action)

LOE-1: Knowledge Aggregation Blue Force . Actual Truths:
Assertions of Red-Force Patterns-o;-Life

LOE-2: Decision Enabling Red Force . pispositions (Object Based Production)

*~._ Dispositions |

-,

l/-

LOE-3

Linked Data Environment /
: Semantic Web

LOE-3: Analytics Orchestration

LOE-4 | '~.. 7~ -

- o ; N Human-Machine
LOE-4: Collection Orchestration m B'g:n';‘;’rce [ Essential , Se?"::_;‘;ﬁﬁg Teaming
5 Assets N Data Assets ki
LOE-5: Weapons Orchestration 2 Lo\ Sense-making
.* . - Analytics
-
LOE-6: PrOblem'Space Data Enablement ﬁ H e Asggg;il?;::etual : Y Sensor Assets
= Blue F Collecti
LOE-7: Model-dri o ti Dispositions; | V\;I;pg:;e oreeten
-/: Vlodel-dariven Uperations Sensor, Sense-making,\: Assets . Tle 10
& Weapons Assets e
LOE-8: Integrated Workflow S LOE-5
LOE-1 . Dual-use Title 10/50
LOE-9: Title 10/50 and Non-Title 10/50 .
Integ ration @ . | Shooter Assets
0 / .]- Weapons
Lo, 'S
S Deci
S LOE-7 sl
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LOE Alignment to OV-1

Tacit Knowledge Prediction

- (OPLAN & Adversary
Lines of Effort ( LO E) Course of Action)
Truths:

Patterns-of-Life
(Object Based Production)

!'j

LOE-1: Knowledge Aggregation

Linked Data Environment /
Semantic Web

LOE-2: Decision Enabling

LOE-3: Analytics Orchestration nns Human-Machine
Collect Teaming
LOE-4: Collection Orchestration vry & ini ":":“: Sense-making
jj| Analyze A
LOE-5: Weapons Orchestration i%
Sensor Assets
mr ollection
LOE-6: Problem-space Data Enablement ﬁ u Know & Act collet
LOE-7: Model-driven Operations ' _ & . Title 10
LOE-8: Integrated Workflow &L . Dual-use Title 10/50
LOE-9: Title 10/50 and Non-Title 10/50 il By S asee
Integration
Decision
; Advantage
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LOE Alignment to CV-1

Lines of Effort (LOE)

LOE-1: Knowledge Aggregation

LOE-2: Decision Enabling

LOE-3: Analytics Orchestration

LOE-4: Collection Orchestration rey

LOE-5: Weapons Orchestration i’%
LOE-6: Problem-space Data Enablement ﬁ H
LOE-7: Model-driven Operations
LOE-8: Integrated Workflow &L
LOE-9: Title 10/50 and Non-Title 10/50 il
Integration

LOE-1

LOE-5

LOE-2

LOE-6

\

|

\

\

Tacit Knowledge Prediction

collectio

(OPLAN & Adversary
Course of Action)

Truths:
Patterns-of-Life

> & \Weapons

“ (JOA System

Analysjs

OPLAN &
Adversary P&

!‘J

(Object Based Production)

Linked Data Environment /

Semantic Web

Human-Machine
Teaming

LOE-8/9

Sensor . S peeeton

Y System Common Analyties
A intel & Ops M/ | [rry]  sorsar s

Picture
Sense-maker Syste . Title 10
mas System
A . Dual-use Title 10/50
|O&| CV-1

7'y | Shooter Asset
| 4 Weapons

LOE'4 LOE'3 LOE-7 Decision
Advantage
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LOE Alignment to OVb5a

J = = =T =
In-work (as of 07 Feb)

LOE-1: Knowledge Aggregation

LOE-2: Decision Enabling 1.1 Plan Intel Mission 1.3 State Intel Problem 1.5 Decompose Intel Problem 1.7 Manage Intel Mission Solutions e héﬁmt;a_m Inltil bl Tacit Knowledge Prediction
lluatonal Awareness (OPLAN & AdVersary
. : : 1 i = Course of Action,
LOE-3: Analytics Orchestration 1.2 Igtegratfa dpzslic(is 1.4 Frame Intel Problem ' 1.6 Assess Data Holdings 1.8 Coordinate Intel Mission 1.10 Assess Overall Intel Mission )
ampaign Truths-
LOE-4: Collection Orchestration - . n Patterns-of-Life
7. Analyze Sense-making Contents | (Object Based Production)
LOE-5: Weapons Orchestration H 4.1 Manage Overall Collection 4.6 Assess Collection 7.1 Manage Overall Analysis 7.7 Condugct Entity I I :
Satisfaction Analysis Linked Data Environment /
) 7.2 Task Current Analysis | .
LOE-6: Problem-space Data Enablement ! n 4.2 Plan Orchestrated Collection PP — Semantic Web
5 . o 4.7 Alert on Current Collection 7.3 Exploit Sense-making |7 = 7 ff acmilm contexts
LOE-7: Model-driven Operations ) 4.3 Task Collection Models hA B Contents for Informatiq & s Human-Machine
4.8 Maintain Mission Collection 7.4 Discover Entities, 7.9 Maintain Sense- N Teaming
LOE-8: Integrated Workflow 4.4 Execute Collection Models Situation Awareness Relationships & Attributes R‘laklﬂﬂ Situation
\wareness
Sense-making
LOE-9: Title 10/50 and Non-Title 10/50 Integration . 7.5 Visualize Data & Information mns
/ / € A T L 4.9 Assess Overall Collection g | 710 Assess Overall s nh Assets—
Collection 7.6 Conduct Activity Analyll Analysis Analytics
nduct Intelligence Mission C utting Activit; 5. Manage Intelligence Mission Data 8. Disseminate Intelligence Content Y Sensor Assets
i s Collecti
‘ SN e i sl hess ol kel 5.1 Manage Overall Data & 5.5 Access Data & 8.1 Manage Intel 8.5 Disseminate Intel ection
Data & Capabilities Information Operation Information Dissemination Issues & Answers
3.2 Collaborate on Mission Coll, 3.6 Access Mission Contents 5.2 Acquire Data & Information 8.2 Task Current P — . . Title 10
Analysis & Pr ing A B I 5.6 Curate Contents Di:semination 8.6 Maintain Dissemination

Situation Awareness

- 5.3 Enable Contents for L

3.3 Communicate Mission 3.7 Maintain Cross-Cutting . 8.3 Disseminate Dat:

Status, Issues & Content Activity Situation Awareness SebiconaTiEe 57 ‘:i’“s 0";;:" Data SSEMinEie =58 8.7 Assess Intel Dual-use Title 10/50
— | [S#swrepaaginiomsion ]| Opereon e | L

-~ Shooter Assets
‘t' Weapons

2.1 Manage Integrated Intel Capability 2.5 Develop Linked Data Model 2.9 Develop Access Policy Model 2.13 Provision Mission Data Feeds

Development 210 Tailor Integrated Intel Mission Workf

’ .10 Tailor Integrated Intel Mission Workflow — — isi
2.2 Develop Adversary COA Mod 2.6 Develop Pattem-of-Life CIP Base| Model e A“::;f,';;:e
)

2.11 Tailor Integrated Intel Mission Workflow

Model 2.15 Ascertain Additional Intelligence Capability

2.4 Develop Collection Sensor Model

2.7 Tailor Sansa-makerm

2.7 Tailor Alerting Model

2.3 Develop Sense-maker Model

2.12 Tailor Mission Situation View 2.16 Assess Integrated Intelligence Capability

Development

—
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